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Pinnacle West Information Services

Telecommuting Guide

Getting Started

What is Telecommuting?

Telecommuting is when an employee is working from a location other than their
employer’s location. Simply put, it is moving the work to the workers, instead of the
workers to work. Computers, cellular phones, fax, and advanced communications
links such as ISDN and dial-up access have removed the physical barriers that once
required workers to be in their offices. Initially driven by environmental concerns,
this new work strategy has become a popular tool for meeting a variety of today's
business needs.

Advantages of Telecommuting

For the Community

Decreased rush hour
traffic.

Decreased air pollution.

Decreased gasoline
consumption.

Decreased dependence
on foreign oil.

Safer neighborhoods.

Ability to move
employment to outlying
areas where housing is
more affordable.

Ability to move job
opportunities to areas of
high unemployment.

Increased employment
opportunities for the
home bound.

For the Employer

Increased productivity.

Decreased absenteeism
and sick leave usage.

Decreased turnover.

Competitive advantage in
recruitment.

Increased labor pool.

Improved managerial
techniques.

Improved employee
morale.

Compliance with
Americans with
Disabilities Act.

For the Employee

Decreased stress.

Decreased commuting
time, cost and
frustration.

Increased flexibility to
work at personal peak
times.

Improved job
satisfaction.

Improved work
environment
with fewer distractions.

Increased safety in the
home and community.

Closer bonds with the
family and the
community.
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Is Telecommuting Right for You?

If you can answer “yes” to either of the following, you probably are a telecommuting
candidate:

e Do you have a need to access the Pinnacle West network from your home PC for
a few hours after work?

e Does your work schedule require you to work from home eight or more hours a
week?

To further help you determine if you fit the telecommuter profile, complete the PNW
“Telecommuting Analysis.” You can find it online at
http://ehs/Telecommute/Analysis.htm.

Telecommuting Options

The type of telecommuter you are depends on the amount of time you need to have
access to the PNW network from your home PC.

If you require network access only for a few hours after work, you probably are a
“Day Extender.”

If you require network access for more than eight hours a week, you most likely are
a full “Telecommuter.”

Day Extender

The following are examples of tasks a Day Extender might need to perform from
home:

Check your e-mail

Finish up a Word Document
Complete your time card

Run a few Maximo reports in Maximo.

Typically, a Day Extender already owns a PC.

Telecommuter

A Telecommuter typically is online eight or more hours a week and:

e is not required to have face-to-face contact with co-workers or customers;

e is able to copy and carry home all materials and resources that they use on a
daily basis;

¢ has Voice Mail installed on their telephone line;

e has a co-worker providing on-site backup.

A Telecommuter either already owns a PC or has the option to purchase one from the
company.
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Day Extender Hardware and Software

Hardware

Typically, a Day Extender already owns a PC. If your department wants to purchase
one for you, however, refer to the “"Telecommuter Hardware and Software” section
for more information.

Software

The following software options are available to the Day Extender:

Windows 98 (required)
Remote Access Service (RAS) (Available on APS PCs only)

— Allows you to log into the PNW network and access network drives

Allows you to access the PNW

Requires applications such as Word and Excel be installed on your home PC
Requires RAS license and Defender Key.

Note: pcAnywhere is available to RAS users on an as-needed basis.

Microsoft Terminal Server

— Allows you to connect directly to a special PNW server and run all necessary
applications from the server, rather than from your home PC. You also can
store all of your work on the server

— Requires Terminal Server license, Virtual Private Network (VPN) client, and
Defender Key.

Internet Explorer and VISTA Web access

— Requires Internet access through an Internet Service Provider (ISP)
— Simplest option for those only needing to read e-mail from home
— Requires Defender Key.

PcAnywhere

— Provides a direct connection from your home PC to your work PC

— Allows you to run applications from your work PC

— Every movement you make on your home PC is duplicated on your work PC

— May pose a security risk since anyone can monitor what you are doing at
home by watching your work PC

— Requires a pcAnywhere license, VPN client, ISP, and Defender Key.

Note: If you do not have an Internet connection, you must order the
RAS/pcAnywhere option.

Virtual Private Network (VPN)

— Creates a secure path from your house to the PNW network via the Internet.
All data travels in an “encrypted” tunnel, which cannot be intercepted or
decoded.
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Telecommuter Hardware and Software
Hardware

If you do not already own a PC, you have the option of purchasing one from PNW.
PNW offers several different configurations for both new and refurbished desktop
systems.

Software

The following software options are available to the Telecommuter:

e Telecommuter Package
Includes the complete suite of software and licenses you will need to access the
PNW network and work productively from home. The package requires that you
have

— a PNW-supplied computer system
— high-speed access via DSL, VDSL, or Cox@Work
— a Defender Key.

e Microsoft Terminal Server
Allows you to connect directly to a special PNW server and run all necessary
applications from the server, rather than from your home PC. You also can store
all of your work on the server. This option requires that you have the following:

— a Terminal Server license
— a VPN client
— a Defender Key.

Connection Options

Digital Subscriber Line (DSL)

Pinnacle West currently supports Qwest’s DSL and VDSL services. To get more
information about Qwest DSL, or to find out if your phone line qualifies for the
service, visit the Qwest Web site at http://www.qwest.com/jump/dsl/.

For more information about VDSL, visit
http://www.qwest.com/pcat/vdsl/product/1,1354,808_7_16,00.html.

Cable Modem
Pinnacle West currently supports the Cox@Work cable-modem option only. For more

information, visit the Cox Web site at
http://www.cox.com/Phoenix/CoxAtWork/default.asp.



mailto:Cox@Work
http://www.qwest.com/jump/dsl/
http://www.qwest.com/pcat/vdsl/product/1,1354,808_7_16,00.html
mailto:Cox@Work
http://www.cox.com/Phoenix/CoxAtWork/default.asp
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Dial-up
There are two dial-up connection options:

e Using APS/RAS

— For modems with speeds of 14.4 Kbps and faster
— Requires an APS PC

— Allows a direct connection into the APS network
— Requires APS/RAS and a Defender Key.

e Using an Internet Service Provider (ISP) and modem

— For modems with speeds up to 56 Kbps

— VPN access to the APS domain utilizing tunneling and the Internet

— Requires ISP with standard browser capabilities (not America Online), VPN
software, and Defender Key.

Installation and Set-up Options
Do It Yourself

The following configuration information applies only if you have a high-speed direct
connection to the Pinnacle West network. We strongly recommend that only
advanced PC users attempt to install and configure the software and hardware
components required for telecommuting. We encourage all others to use our
professional installation options.

PC owners: If you have your own desktop PC at home, you can install the VPN, and
pcAnywhere software from the CD that PNW provides when you complete the
sign-up process. After you install the software, check your existing network settings
(the ones you use to connect to the Internet via your service provider) to ensure
they meet the software’s requirements. Select the appropriate instructions from the
ones below to validate your PC’s network configuration.

APS-owned PC users: If you are using an APS-owned desktop PC, you must follow
the instructions below to configure the network settings that are appropriate for your
network connection.

Laptop users: If you are using an APS-owned laptop, you must follow the laptop-
specific instructions so that you will be able to use the computer both at work and at
home.
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Desktop PC network settings for Qwest DSL and Cox cable modem users

connecting to APSC with VPN:

(Note: Your Network Configuration options may differ from those in the

Highlight the “Client for Microsoft” option and click the “Properties” button.

In the “Logon Validation” area, click to check mark the “Log on to Windows

In the "Windows NT Domain” text field, type APSC. The window should look

i~ Logon validation

¥ Log on to 'findaws NT domain

Wwhen pou log on, pour pazzword will be verified
on a'Windows MT domain.

Windows MT domain:
[asFd

—Metwark logon options
* Quick logon

Windows logs you onto the network., but network,
diives are not reconnected untl pou use them.

% | ngon and restore network connections

‘When vou log anto the network, Windows
werifies that each network drive iz ready for use.

Cancel |

1. Click Start > Settings > Control Panel.
2. Double-click the “Network” icon. The Network window opens.
illustration.)
Metwork 7| x|
Configuration I IdEnlilicahnnI Access Ennlmll
The following network components are installed
Q Client for Microsoft Metworks j
Dial-Up Adapter
METGEAR FAZ10TH Fast Ethemet PC| Adapter
Sony i.LINK[1394) Adapter
[ MetBELUI > METGEAR FA10TX Fast Ethemet PCl Adapl »
L t > t Ethermet Lp|l_|
CTEALTTTTY Femave I Fioperties |
Primary Metwork, Logon:
lW\ndDws Lagon L‘
File and Print Sharing... |
1~ Description
Ok Cancel I
3. Click the “"Configuration” tab.
The Client for Microsoft Properties window opens.
5.
NT Domain” box.
6.
like this:
Client for Microsolft Netwoiks Properties EE
General |

7. Click the “"OK"” buttons to save and exit all windows.

10
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Important: Qwest DSL users with an internal modem also must do the
following:

1. In the Configuration window, highlight the appropriate “TCP/IP” option and
click the “Properties” button. The TCP/IP Properties window opens:

TCP/IP Properties 2]

Bindings | Advanced | Netglos |
DMS Configuration | Gateway | WINS Configuiation  IP Address

An IP address can be automatically assigned to this computer
|f wour netwark, does not automatically assion IP addresses, ask
wour hebwark, adminiztratar for an address, and then bepe it in
the space below,

—" Specify an IP address:

Cancel |

2. Click the "DNS” tab.
3. Ensure that DNS is disabled. The window should look like this:

TCP/IP Properties K

Bindings I Advanced l MeltBlOS l

DINS Configuration I Gateway | WINS Configuration | IP Addiess |
ioh 5!

(" Enable DNS

ot S

DS S enven Searsn Hids ————
I I 1 fdl |
Hemave: |

[ onmatts Ui Search e —
e |
Hemuye |

Cancel |

4. Click the "OK"” buttons to save and exit all windows.

11
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¢ Desktop PC network settings for Cox cable modem users:
1. Click Start > Settings > Control Panel.
2. Double-click the “Network” icon. The Network window opens:

Metwork 7| x|

Canfiguration I IdEnlilicahnnI Access Ennlmll

The following network components are installed

Q Client for Microsoft Metworks -
Dial-Up Adapter
METGEAR FAZ10TH Fast Ethemet PC| Adapter
Sony i.LINK[1394) Adapter
[ MetBEUI > METGEAR FATI0T Fast Ethemet PCI Adijllll
| »

CTEALTTTTY Femave I Fioperties |

Primary Metwork, Logon:
lW\ndDws Lagon L‘

File and Print Sharing... |

1~ Description

Ok Cancel I

3. Click the “"Configuration” tab.

Highlight the appropriate “"TCP/IP” option and click the “Properties” button.
The TCP/IP Properties window opens.

5. Click the “IP Address” tab and select the “"Obtain IP address automatically”
option. The window should look like this:

TCP/IP Properties 2]

Bindings | Advanced | Netglos |
DMS Configuration | Gateway | WINS Configuiation  IP Address

An IP address can be automatically assigned to this computer
|f wour netwark, does not automatically assion IP addresses, ask
wour hebwark, adminiztratar for an address, and then bepe it in
the space below,

—" Specify an IP address:

Cancel |

6. Click the "WINS Configuration” tab and ensure that WINS is disabled. The
window should look like this:

12
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TCPAP Properties

7. Click the “"Gateway” tab and ensure that no options are selected. The window
should look like this:

TCP/IP Properties

8. Click the "DNS Configuration” tab and ensure that DNS is disabled. The
window should look like this:

TCP/IP Properties

13
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9. Click "OK”" to save and exit the TCP/IP Properties window.

10.1In the main Network window, highlight the “Client for Microsoft” option and
click the “Properties” button. The Client for Microsoft Properties window
opens.

11.In the “Logon Validation” area, ensure that no options are selected. The
window should look like this:

Client for Microsoft Networks Properties EHE

General |

— Logon validation

¢ i
“when pou log on, your pazsword will be verified
on a'windows NT domain,

Windows NT domain

i~ Netwark logon options
" Buick logon

“windowis logs you onta the network, but network
diives are not reconnected until pou uze them,

& Logon and restare network connections

when pou log onto the network, ‘Windows
werifies that each network drive iz ready for use,

Cancel I

12.Click "OK” to save and close the window.
13.In the main Network window, click the “Identification” tab.

14.Ensure that the "Computer Name” field contains the PC’s Cox-assigned ID,
which may look something like this: cy730441-b.

15.Ensure that the “"Workgroup” field contains @Home. The window should look
like this:

Network EHE

Configuiation  1dentification IAccess Eﬂnlln\i

E “windows uses the fallowing information to identify your
o) oomputer on the network. Please type a name for this

computer, the warkagroup it will appear in, and a short
description of the computer.

Computer name: |cy730441-H
Wiorkgroup: @Home

Computer
Description:

IVaIued Sony Customer

Cancel
16.Click the “"OK"” button to save and exit.

14



Pinnacle West Information Services Telecommuting Guide

e Laptop network settings for Cox cable modem users:
1. Click Start > Settings > Control Panel.
2. Double-click the “Network” icon. The Network window opens:

Metwork 7| x|

Canfiguration I IdEnlilicahnnI Access Ennlmll

The following network components are installed

Q Client for Microsoft Metworks -
Dial-Up Adapter
METGEAR FAZ10TH Fast Ethemet PC| Adapter
Sony i.LINK[1394) Adapter
[ MetBEUI > METGEAR FATI0T Fast Ethemet PCI Adijllll
| »

CTEALTTTTY Femave I Fioperties |

Primary Metwork, Logon:
lW\ndDws Lagon L‘

File and Print Sharing... |

1~ Description

Ok Cancel I

3. Click the “"Configuration” tab.

Highlight the appropriate "TCP/IP” option and click the “Properties” button.
The TCP/IP Properties window opens.

5. Click the “IP Address” tab and select the “"Obtain IP address automatically”
option. The window should look like this:

TCP/IP Properties 2]

Bindings | Advanced | Netglos |
DMS Configuration | Gateway | WINS Configuiation  IP Address

An IP address can be automatically assigned to this computer
|f wour netwark, does not automatically assion IP addresses, ask
wour hebwark, adminiztratar for an address, and then bepe it in
the space below,

—" Specify an IP address:

Cancel |
6. Click the "WINS Configuration” tab. Do one of the following:

15
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TCPAP Properties

Bindings | Advanced | NelBIOS

DMS Configuration | Gateway /NS Configuration I IP &ddress

Contact your network administratar to find out i pou need to
configure your computer for WINS

" Enable WINS Resolution:

= SeverEeae e

T 1 |

| Hemove |

Seaped I

" Use DHCP far WINS Resalution

B E3

Cancel

TCPAP Properties

Bindings | Advanced | NetBIOg

HE
|

DME Configuration | Gateway WINS Configuration I IP Address

Contact your network. administrator to find out if you need to.
configure pour computer far WwINS,

™ Disabls ‘WINS Resolution

" Enahle WINS Resolution:

WIS SerenEe anehilbrder:

S|

HHemave |

Seope] I

& s DHEP for WIS Resoiliion

Cancel

Cox setting: Select “"Disable.” The window should look like this:

APS setting: Select "Use DHCP for WINS Resolution.” The window should
look like this:

Click the “"Gateway” tab and ensure that no options are selected. (This applies
to both Cox and APS.) The window should look like this:

16
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TCP/IP Properties EES

Bindings | Advariced | NetBlos |
DNS Configuration Gateway I WwINS Configuration I IP Address

The first gateway in the Installed Gateway list will be the default
The address order in the list will be the order in which these
machines are used

Mew gateway:

- Ingtalled gateways:

Hemaye, |

Cancel |

8. Click the "DNS Configuration” tab. Do one of the following:

— Cox setting: Select “"Disable.” The window should look like this:

TCP/IP Properties K
Bindings I Advanced l MeltBlOS |
DINS Configuration I Gateway | WINS Configuration | IP Address
o !
(" Enable DNS

D5 SenvenSearst Hider

Hemave: |

Wormatts Ui Search Eider

Hemuye |

ot S
I I 1 fdl |

— e |

Cancel |

— APS settings: Select "Enabled” and type your work computer’s asset tag
number — for example, PCCO01234 — into the “Host Name” field. The

window should look like this:

17



Telecommuting Guide

Pinnacle West Information Services

TCP/IP Properties

—{+ Enable DNS

Bindngs | Advanced | NelBIOS

DHS Configuration I Gateway I ‘WINS Configuation I IP &ddiess

" Digable DNS

Hest'  pran1934 | Doman I

DNS Server Search Order

Domain Suffix Search Order

I el
Eemuye |

Cancel |

9. Click "OK" to save and close the TCP/IP Properties window.

10.In the main Network window, click the “Configuration” tab.

11.Highlight the “Client for Microsoft” option and click the “Properties” button.
The Client for Microsoft Properties window opens.

12.Do one of the following:

Cox settings:

a.
b.

In the “Logon validation” area, ensure that no options are selected.

In the “Network logon options” area, select “Logon and restore
network connections.” The window should look like this:

Chient for Microsoft Networks Properties

General |

ki B3

— Logon validation

“when pou log on, your pazsword will be verified
on a'windows NT domain,

Windows NT domain

i~ Netwark logon options
" Buick logon

“windowis logs you onta the network, but network
diives are not reconnected until pou uze them,

& Logon and restare network connections

when pou log onto the network, ‘Windows
werifies that each network drive iz ready for use,

Cancel |

APS settings:

a.

In the “Logon validation” area, click to check mark the “Log on to

Windows NT domain” box.

In the “"Windows NT domain” text field, type APSC. The window should

look like this:

18
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Client for Microsolft Netwoiks Properties EE

General |

i~ Logon validation

¥ Log on to 'wfindaws NT domain

Wwhen vou log on, pour pazeword will be verified
on a'Windows MT domain.

Windows MT domain:
[asFd

—Metwark logon options
* Quick logon

Windows logs you onto the network., but network,
diives are not reconnected until you use them.

% | ngon and restore network connections

When vou log anto the network, Windows
werifies that each network drive iz ready for use.

Cancel |

13.Click "OK"” to save and close the window.

14.In the main Network window, click the “Identification” tab.
15. Do the following:
— Cox settings:

a. Ensure that the “"Computer Name” field contains the PC’s Cox-assigned
ID, which may look something like this: cy730441-b.

b. Ensure that the “Workgroup” field contains @Home. The window
should look like this:

Network EHE

Configuiation  1dentification IAccess Eﬂnlln\i

E “windows uses the fallowing information to identify your
o) oomputer on the network. Please type a name for this

computer, the warkagroup it will appear in, and a short
description of the computer.

Computer name: |cy730441-H
Wiorkgroup: @Home

Computer
Description:

IVaIued Sony Customer

Cancel
16.Click "OK"” to save and exit.

19
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e Desktop PC network settings for Qwest DSL users:
1. Click Start > Settings > Control Panel.
2. Double-click the “Network” icon. The Network window opens:

Metwork 7| x|

Canfiguration I IdEnlilicahnnI Access Ennlmll

The following network components are installed

Q Client for Microsoft Metworks -
Dial-Up Adapter
METGEAR FAZ10TH Fast Ethemet PC| Adapter
Sony i.LINK[1394) Adapter
[ MetBEUI > METGEAR FATI0T Fast Ethemet PCI Adijllll
| »

CTEALTTTTY Femave I Fioperties |

Primary Metwork, Logon:
lW\ndDws Lagon L‘

File and Print Sharing... |

1~ Description

Ok Cancel I

3. Click the “"Configuration” tab.

Highlight the appropriate “"TCP/IP” option and click the “Properties” button.
The TCP/IP Properties window opens.

5. Click the “IP Address” tab and select the “"Obtain IP address automatically”
option. The window should look like this:

TCP/IP Properties 2]

Bindings | Advanced | Netglos |
DMS Configuration | Gateway | WINS Configuiation  IP Address

An IP address can be automatically assigned to this computer
|f wour netwark, does not automatically assion IP addresses, ask
wour hebwark, adminiztratar for an address, and then bepe it in
the space below,

—" Specify an IP address:

Cancel |

6. Click the "WINS Configuration ” tab and select "Use DHCP for WINS
Resolution.” The window should look like this:

20
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TCPAP Properties 2| x|

Bindings | Advanced | NetBIOg |
DME Configuration | Gateway WINS Configuration I IP Address

Contact your network. administrator to find out if you need to.
configure pour computer far WwINS,

™ Disabls ‘WINS Resolution

" Enahle WINS Resolution:

WIS SerenEe anehilbrder:

S|

HHemave |

Seope] I

P o WIRGS Hesdiufion

Cancel

7. Click the “"Gateway” tab and ensure that no options are selected. The window

should look like this:

TCP/IP Properties EES

Bindings | Advariced | NetBlos |
DNS Configuration Gateway I WwINS Configuration I IP Address

The first gateway in the Installed Gateway list will be the default
The address order in the list will be the order in which these
machines are used

Mew gateway:

- Ingtalled gateways:

Hemaye, |

Cancel |

8. Click the "DNS Configuration” tab and ensure that DNS is disabled. The

window should look like this:

21
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TCP/IP Properties K

Bindings

DINS Configuration I Gateway | WINS Configuration | IP Address
i i

]

ot S

D5 SenvenSearst Hider

| Advanced | MeBlos |

fdl |

Wormatts Ui Search Eider

li el |

Hemave: |

Hemuye |

Cancel |

9. Click "OK" to save and exit the TCP/IP Properties window.
10.In the main Network window, click the “Configuration” tab.
11.Highlight the “Client for Microsoft” option and click the “Properties” button.

The Client for Microsoft Properties window opens.

12. Do the following:

a.
b.

In the “Logon validation” area, ensure that no options are selected.

In the “"Network logon options” area, select “Logon and restore network
connections.” The window should look like this:

Client for Microsoft Networks Properties EHE

General |

— Logon validation

-

“when pou log on, your pazsword will be verified
on a'windows NT domain,

Windows NT domain

i~ Netwark logon options

" Buick logon

“windowis logs you onta the network, but network
diives are not reconnected until pou uze them,

& Logon and restare network connections

when pou log onto the network, ‘Windows
werifies that each network drive iz ready for use,

Cancel |

13. Click “"OK" to save and exit.

22
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e Laptop network settings for Qwest DSL users:
1. Click Start > Settings > Control Panel.
2. Double-click the “Network” icon. The Network window opens:

Metwork 7| x|

Canfiguration I IdEnlilicahnnI Access Ennlmll

The following network components are installed

Q Client for Microsoft Metworks -
Dial-Up Adapter
METGEAR FAZ10TH Fast Ethemet PC| Adapter
Sony i.LINK[1394) Adapter
[ MetBEUI > METGEAR FATI0T Fast Ethemet PCI Adijllll
| »

CTEALTTTTY Femave I Fioperties |

Primary Metwork, Logon:
lW\ndDws Lagon L‘

File and Print Sharing... |

1~ Description

Ok Cancel I

3. Click the “"Configuration” tab.

Highlight the appropriate “"TCP/IP” option and click the “Properties” button.
The TCP/IP Properties window opens:

5. Click the “IP Address” tab and select the “"Obtain IP address automatically”
option. The window should look like this:

TCP/IP Properties 2]

Bindings | Advanced | Netglos |
DMS Configuration | Gateway | WINS Configuiation  IP Address

An IP address can be automatically assigned to this computer
|f wour netwark, does not automatically assion IP addresses, ask
wour hebwark, adminiztratar for an address, and then bepe it in
the space below,

—" Specify an IP address:

Cancel |

6. Click the “"WINS” tab and select “"DHCP for WINS Resolution.” The window
should look like this:

23
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TCPAP Properties

7. Click the “"Gateway” tab and ensure that no options are selected. The window
should look like this:

TCP/IP Properties

8. Click the "DNS Configuration” tab. Do one of the following:
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— Qwest setting: Select “"Disable.” The window should look like this:

TCP/IP Properties K
Bindings I Advanced l MeltBlOS l
DINS Configuration I Gateway | WINS Configuration | IP Address
(O] |

(" Enable DNS

ot S

DS Senver Searst Hrds ———————————————————
C T T fdl |

Hemave:

[ onmatts Ui Search e —
e
Hemuye |

Cancel |

— APS settings: Select "Enabled” and type your work computer’s asset tag
number — for example, PCCO01234 — into the “"Host Name” field. The
window should look like this:

TCP/IP Properties 7 x|
Bindngs | Advanced | MeBIOS |
DHS Configuration I Gateway | ‘WINS Configuation I IP &ddiess
" Digable DNS

—{+ Enable DNS

Host IFEE]EIT 234 Digmain, I
DNS Server Search Order

v @ @ sod |

Bermiave

Domain Suffix Search Order ——
I el |
Eemuye |

Cancel |

9. Click "OK” to save and close the TCP/IP window.
10.In the main Network window, click the “Configuration” tab.

11.Highlight the “Client for Microsoft” option and click the “Properties” button.
The Client for Microsoft Properties window opens.

12.Do one of the following:
— Qwest settings:

a. In the “Logon validation” area, ensure that no options are selected.

b. In the “"Network logon options” area, select “Logon and restore
network connections.” The window should look like this:
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Client for Microsoft Networks Properties EHE

General |

— Logon validation

-

“when pou log on, your pazsword will be verified
on a'windows NT domain,

Windows NT domain

i~ Netwark logon options
" Buick logon

“windowis logs you onta the network, but network
diives are not reconnected until pou uze them,

& Logon and restare network connections

when pou log onto the network, ‘Windows
werifies that each network drive iz ready for use,

Cancel |

— APS settings:
a. Click to check mark the “Log on to Windows NT domain” box.
In the "Windows NT domain” text field, type APSC. The window should

b.

look like this:

Client for Microsolft Hetworks Properties

General |

i~ Logon validation

¥ Log on to '#findaws NT domain

‘when you log on, your password will be verified
on a'Windows MT domain.

Windows MT domain:
|asFd

i~ MNetwark logon optiohs
" Quick logon

‘Wwindows logs you onto the network,, but network,
diives are not reconnected until you use them.

% |ogon and restore network connections

YWhen vou log anto the network, Windows
werffies that each network drive is ready for uze:

Cancel |

13.Click the “"OK"” buttons to save and exit all windows.
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Have PNW Install the System For You

If you want PNW to install the system for you, we offer two professional home-
installation packages:

Professional installation of a PNW system

Metro Phoenix area

8AM to 5PM*

$150.00

(Outside metro Phoenix: $350.00**)

Services include:

— Installation of operating system and bench testing

— Scheduled delivery and installation at the user’s home

— Installation and configuration of user-specific telecommuting software

— Ensuring a viable Internet connection via Cox, Qwest, or other approved
service providers

— Connectivity and performance testing

- Home switch network configuration, if needed.

Professional installation of a non-PNW system

Metro Phoenix area

8AM to 5PM*

$135.00

(Outside metro Phoenix: $335.00**)

Services include:

— Installation and configuration of user-specific telecommuting software

— Ensuring a viable Internet connection via Cox, Qwest, or other approved
service providers

— Connectivity and performance testing.

Optional services (PNW and non-PNW systems)
8AM to 5PM*

$35.00/hour (door-to-door, plus $.55 per mile)
Services include:

— System backups

— Training

— Troubleshooting and performance

— Antivirus or firewall installation

— IPS set-up

— Hardware upgrades

— Operating systems builds or re-builds.

Installation charges are for labor only. The user is financially responsible for
hardware purchases and software licenses.

* After-hours installation is available from 5PM to 10PM, Monday through Friday.

Time-and-a-half charges apply.

** Installation services are available statewide. Prices are dependent on location and

mileage.
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Ordering Information
For your convenience, you can order telecommuting packages online at:

http://cno/remote comp/pagel4.htm

Frequently Asked Questions
Q: What applications can I run from my home PC?

A: If you have pcAnywhere installed you can run virtually any application.
pcAnywhere allows you to log into the PWCC network and run all the programs that
reside on your work PC.

Q: Who supports the applications that I run on pcAnywhere from home?

A: Since you are attaching to a real PWCC PC on the network you will have the same
application support as users at work.

Q: If pcAnywhere will run all the applications then why do we have all these
other options?

A: There is a cost to running pcAnywhere: The connection processes that occur
between your home and work PCs and the maintenance of these two systems.
pcAnywhere actually is running on your PC at work, not at home.

Q: What is the benefit of purchasing a PWCC system and using it at home
versus using pcAnywhere on my own home system?

A: This all depends on your specific needs and the type of Internet connection
available to your house. Generally speaking, if you have high-speed Internet access
via cable modem or DSL, then a PWCC-supplied PC will allow you to run the
applications at home with almost the same speed as having a direct connection to
the network. Each keystroke with pcAnywhere has to be transmitted to another
system at work, which causes a time delay.

Q: Who pays for my telecommuting?

A: Each department has its own guidelines and needs. Contact your supervisor for
more information.
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Other Helpful Information
The following resources provide additional information about telecommuting:

¢ Telecommuting Analysis
(http://ehs/Telecommute/Analysis.htm)
¢ Telecommuting Workbook
(http://ehs/Telecommute/telecommuting_workbook.htm)
¢ Pinnacle West Telecommuting Guidelines
(http://energycentral/bb/Procedures_-_Corporate/26-
04__Telecommuting_Guidelines.htmlSupported Software)
e Glossary of Telecommuting Terms
(See page 26).

Technical Support

The IS Support Center offers technical support for all PNW systems. Call them at
83-3700 (602-371-7300) if you have questions or experience problems.

If you have a non-PNW system, contact the hardware vendor.

Scheduled home-repair service is available for $35.00/hour for PNW systems and
$45.00/hour, plus materials, for non-PNW systems.

The Support Center also provides assistance with software issues. For non-PNW
system users, assistance is limited to the following:

PcAnywhere
Axent VPN client
NetSwitcher
Terminal Server.
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Glossary of Telecommuting Terms

Cable Modem

A modem that connects a PC or Internet access device to a cable television line
instead of a telephone line. Unlike a phone modem, a cable modem connects to the
cable company for Internet access and remains connected 24 hours a day.

Digital Subscriber Line (DSL)

Refers to the variety of different types of Digital Subscriber Line protocols — high-
speed data transmission protocols that are compatible with regular copper telephone
wire. DSL is typically used to provide a continuous, high-speed connection directly to
an Internet Service Provider (ISP). There are several different types of DSL (ADSL,
SDSL, VDSL, etc.), and many of them make it possible to talk on the telephone and
use the Internet at the same time. It is also called High-Speed DSL (HDSL).

Domain

In the Internet's domain name system (DNS), a domain is a name with which name
server records are associated that describe subdomains or hosts. For example,
mysite.com could be a domain with records for www.mysite.com and
www1l.mysite.com, and so forth.

Encryption
Putting data into a secret code so it is unreadable except by authorized users.

Enterprise Network

A network for a large business enterprise. This kind of network may comprise a
number of local area networks that have to interface with each other as well as a
central database management system and many client workstations. The design and
management of an enterprise network can be very complex.

Firewall
An electronic boundary that prevents unauthorized users from accessing certain files
on a network; or, a computer used to maintain such a boundary.

Hub (or Hublet)

In data communications, a hub is a place of convergence where data arrives from
one or more directions and is forwarded out in one or more other directions. A hub
usually includes a switch of some kind. (And a product that is called a "switch" could
usually be considered a hub as well.) The distinction seems to be that the hub is the
place where data comes together and the switch is what determines how and where
data is forwarded from the place where data comes together.

Integrated Services Digital Network (ISDN)

Digital telecommunications lines that can transmit both voice and digital network
services, and are much faster than the highest-speed modem. Many telephone
companies offer ISDN lines.

Internet Service Provider (ISP)

A company that provides individuals and other companies access to the Internet at
speeds ranging from 300bps to OC-3, and other related services such as Web-site
building and hosting.
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Kilobits per second (Kbps)
A measure of data transmission or network speed equaling one thousand bits per
second.

PcAnywhere

An off-the-shelf software program that allows a remote PC to run the applications
that reside on a host PC. For example, the program allows you to run all the
applications you have loaded on your PC at work from your home PC.

Remote Access Service (RAS)

Remote access is the ability to get access to a computer or a network from a remote
distance. A remote access server is the computer and associated software that is set
up to handle users seeking access to network remotely. Sometimes called a
communication server, a remote access server usually includes or is associated with
a firewall server to ensure security and a router that can forward the remote access
request to another part of the corporate network.

Telecommute

To work at home or some other location remote from one’s place of employment,
making use of a computer, telephone, fax, and/or modem to receive job assignments
and send in completed work.

Terminal Server
A concept similar to pcAnywhere except the applications you access from your home
PC are installed on and executed from a server at your work location.

Very-high Digital Subscriber Line (VDSL)

The newest of the DSL technologies, VDSL can offer speeds up to 25 Mbps
downstream and 3 Mbps upstream. Similar to SDSL, the gain in speed can be
achieved only at short distances. These maximum speeds can be achieved only up to
1,000 feet. Sometimes also called broadband digital subscriber line (BDSL).

Virtual Private Network (VPN)

An Internet-based system for information communication and enterprise interaction.
A VPN uses the Internet for network connections between people and information
sites. However, it includes stringent security mechanisms so that sending private and
confidential information is as secure as in a traditional closed system.
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